Privacy Statement

Introduction

Your privacy and trust are important to us and this Privacy Statement (“Statement”) provides important information
about how IT Support (UK) Ltd handle personal information. This Statement applies to our website, application,
product, software, or service that links to it (collectively, our “Services”). Occasionally, a Service will link to a

different Privacy Statement that will outline the particular privacy practices of that Service.

Please read this Statement carefully and contact our Data Protection Lead if you have any questions about our

privacy practices or your personal information choices. It is important that you check back often for updates to this
Statement. If we make changes we consider to be important, we will let you know by placing a notice on the

relevant Services and/or contact you using other methods such as email.

This Statement was last updated on 12 March 2018

Personal information

IT Support (UK) Ltd is committed to the responsible handling and protection of personal information.

Personal information means any information relating to an identified or identifiable natural person; an identifiable
person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, online identifier or to one or more factors specific to the physical,

physiological, genetic, mental, economic, cultural, or social identity of that person.

We collect, use, disclose, transfer, and store personal information when needed to provide our Services and for
our operational and business purposes as described in this Statement. We want to be clear about our privacy
practices so that you can make informed choices about the use of your information, and we encourage you

to contact us at any time with questions or concerns.

The types of personal information we collect

We collect personal information from you, for example, if you request information, purchase or use our Services,

or request customer support. We may ask you to provide information such as your name,



address, phone number, email address, user name and password, and information about your device. Not all of
the personal information IT Support (UK) Ltd holds about you will always come directly from you. It may, for
example, come from your employer, other organizations to which you belong, or a professional service provider
such as your tax or accounting professional or lawyers, if they use our Services. We also collect personal
information from third parties such as our clients, 3 party service providers, and publicly available websites, to
offer Services we think may be of interest and to help us maintain data accuracy and provide and enhance the

Services.

In addition, our servers, logs, and other technologies automatically collect certain information to help us
administer, protect, and improve our Services; analyze usage; and improve users’ experience. We share personal

information with others only as described in this Statement, or when we believe that the law permits or requires it.

Occasionally we collect and process what may be considered sensitive personal information.

Sensitive personal information is a subset of personal information and is generally defined as any information
related to precise geolocation information, financial and bank account numbers, or unique identifiers such as

government-issued national insurance numbers, driver’s license, and passport numbers.

For example, if you subscribe to our Services, we will collect payment information, such as financial or bank card
information, and other information necessary for us to process the transaction. Information that is considered

sensitive under the General Data Protection Regulation be handled in accordance with such law.

How we use personal information

We process personal information for these Service- and business-related purposes

Account setup and administration: We use personal information such as your name, email address, phone
number, and information about your device to set up and administer your account, provide technical and

customer support and training, verify your identity, and send important account, and Service information.

Marketing and events: We use personal information to deliver marketing and event communications to you
across various platforms, such as email, telephone, text messaging, direct mail, and online. If we send you a
marketing email, it will include instructions on how to opt out of receiving these emails in the future. Please
remember that even if you opt out of receiving marketing emails, we may still send you important Service

information related to the services.

Hosted services: Some of our Services provide data and document storage as an integral part of the solution

offering. Any information stored by or on behalf of our customers is controlled and managed by and only made



accessible to those customers or others our customers may authorise from time to time. Our access to this

information is limited to IT Support (UK) Ltd personnel with a critical business reason, such as technical support.

Legal obligations: We may be required to use and retain personal information for legal and compliance reasons,
such as the prevention, detection, or investigation of a crime; loss prevention; or fraud. We may also use
personal information to meet our internal and external audit requirements, information security purposes, and as
we otherwise believe to be necessary or appropriate: (a) under applicable law, which may include laws outside
your country of residence; (b) to respond to requests from courts, law enforcement agencies, regulatory
agencies, and other public and government authorities, which may include such authorities outside your country
of residence; (c) to enforce our terms and conditions; and (d) to protect our rights, privacy, safety, or property, or

those of other persons.

When we share personal information

IT Support (UK) Ltd shares or discloses personal information when necessary to provide Services or conduct our
business operations as described below. When we share personal information, we do so in accordance with data
privacy and security requirements. We may occasionally share non-personal, anonymised, and statistical data

with third parties. Below are the parties with whom we may share personal information and why.

Within IT Support (UK) Ltd personal information will be made available to personnel if necessary for the
provision of Services, account administration, sales and marketing, customer and technical support, and
business and product development, for instance. All of our employees and contractors are required to follow our
data privacy and security policies when handling personal information.
Our third-party service providers: We partner with and are supported by service providers in the EU. Personal
information will be made available to these parties only when necessary to fulfill the services they provide to us,
such as software, system, and platform support; direct marketing services; cloud hosting services; advertising;
data analytics; and order fulfilment and delivery. Our third-party service providers are not permitted to share or
use personal information we make available to them for any other purpose than to provide services to us.
Third parties for legal reasons: We will share personal information when we believe it is required, such as:
e To comply with legal obligations and respond to requests from government agencies, including law
enforcement and other public authorities, which may include such authorities outside your country of
residence.

e To protect our rights, users, systems, and services.

Where we store and process personal information



IT Support (UK) Ltd is a UK business, and your personal information will be stored and processed in the UK. We
take steps to ensure that the information we collect is processed according to this Privacy Statement and the

requirements of applicable law wherever the data is located.

IT Support (UK) Ltd has networks, databases, servers, systems, support, and help desks located throughout our
offices around the world. We collaborate with third parties such as cloud hosting services, suppliers, and
technology support serve the needs of our business, workforce, and customers. We take appropriate steps to
ensure that personal information is processed, secured, and transferred according to applicable law. In some
cases, we may need to disclose or transfer your personal information within IT Support (UK) Ltd  or to third
parties in areas outside of your home country. The areas in which these recipients are located will vary from time
to time, but may include the United States, Europe, Asia and other countries where IT Support (UK) Ltd has a

presence or uses contractors.

When we transfer personal information from the EU to other countries in which applicable laws do not offer the
same level of data privacy protection as in your home country, we take measures to provide an appropriate level
of data privacy protection as mandated by GDPR. In other words, your rights and protections remain with your

data.

How we secure personal information

IT Support (UK) Ltd takes data security seriously, and we use appropriate technologies and procedures to
protect personal information. Our information security policies and procedures are closely aligned with widely
accepted international standards and are reviewed regularly and updated as necessary to meet our business

needs, changes in technology, and regulatory requirements.

For example:

Policies and procedures

e We have measures in place to protect against accidental loss and unauthorized access, use,

destruction, or disclosure of data

e We have a Business Continuity and Disaster Recovery strategy that is designed to safeguard the

continuity of our service to our clients and to protect our people and assets
e We place appropriate restrictions on access to personal information

e Weimplement appropriate measures and controls, including monitoring and physical measures, to store

and transfer data securely



e We conduct Privacy Impact Assessments in accordance with legal requirements and our business

policies

Training for employees and contractors

e We require privacy, information security, and other applicable training on a regular basis for our
employees and contractors who have access to personal information and other sensitive data

e We take steps to ensure that our employees and contractors operate in accordance with our information
security policies and procedures and any applicable contractual conditions Vendor risk management

e  We require, through the use of contracts and security reviews, our third-party vendors and providers to
protect any personal information with which they are entrusted in accordance with our security policies

and procedures

How long we keep personal information

IT Support (UK) Ltd retains personal information for as long as we reasonably require it for legal or business
purposes. In determining data retention periods, IT Support (UK) Ltd takes into consideration local laws,
contractual obligations, and the expectations and requirements of our customers. When we no longer need

personal information, we securely delete or destroy it.

Your right to access and correct your personal information

We respect your right to access and control your information, and we will respond to requests for information and,

where applicable, will correct, amend, or delete your personal information.

e Access to personal information: If you request access to your personal information, we will gladly
comply, subject to any relevant legal requirements and exemptions, including identity verification
procedures. Before providing data to you, we will ask for proof of identity and sufficient information about
your interaction with us so that we can locate any relevant data. We may also charge you a fee for
providing you with a copy of your data (except where this is not permissible under local law).

e Correction and deletion: you have the right to correct or amend your personal information if it is
inaccurate or requires updating. You also have the right to request deletion of your personal information;
however, this is not always possible due to legal requirements and other obligations and factors.

Remember that you can update your account information by using the “Contact Us” on our website.



e Marketing preferences: To opt out of email marketing, you can use the “Contact Us” on our website.

e  Filing a complaint: If you are not satisfied with how IT Support (UK) Ltd manages your personal data,

you have the right to make a complaint to a data protection regulator.

Links and connections to third-party services

Our Services may contain links to and may be used by you in conjunction with third-party apps, services, tools,
and websites that are not affiliated with, controlled, or managed by us. Examples include Facebook, Linkedin,
Twitter® and, third-party apps like voice software and readers. The privacy practices of these third parties will be
governed by the parties’ own Privacy Statements. We are not responsible for the security or privacy of any
information collected by these third parties. You should review the privacy statements or policies applicable to

these third-party services.

Children’s privacy

IT Support (UK) Ltd provides IT support services to businesses and our Services are generally not aimed at
children. If, however, we collect and use information about children, such as to develop an educational resource,

we will comply with industry guidelines and applicable laws.

How to contact us

We understand that you may have questions or concerns about this Statement or our privacy practices or may

wish to file a complaint. Please feel free to contact us in one of the following ways:

Andy Dawson

IT Support (UK) Limited
International House
Cray Avenue

Orpington

Kent

BR5 3RS

Telephone: 01689 422522

Email: info@itsupport.uk.com



